
















































































































































































































Apêndices 

I.1.1 Resultados para os experimentos com divisão 60-40 

 

 

 

 

 

 

 Experimento 
Dataset 

Balanceamento 
Algoritmo 

classificador 
Seletor de atributos Métricas de Desempenho Tempos em segundos 

 Seção Tabelas Figuras Sem Under Over SVM RF Information Gain Correlation CFS Sem seletor TP FP Precision Recall F1-Score Construção Teste 

1 4.1.1.1 4.1, 4.2 4.1 NSL-KDD X   X  X    0.980 0.020 0.981 9.979 0.981 80.1 4.83 

2 4.1.1.2 4.3, 4.4 4.2 NSL-KDD X   X   X   0.936 0.064 0.940 0.936 0.937 57.2 3.91 

3 4.1.1.3 4.5, 4.6 4.3 NSL-KDD X   X    X  0.973 0.026 0.973 0.973 0.972 40.9 3.97 

4 4.1.1.4 4.7, 4.8 4.4 NSL-KDD X   X     X 0.966 0.034 0.970 0.967 0.968 129.8 8.12 

5 4.1.2.1 4.10, 4.11 4.6 NSL-KDD X    X X    0.995 0.005 0.995 0.995 0.995 1.18 0.17 

6 4.1.2.2 4.12, 4.13 4.7 NSL-KDD X    X  X   0.967 0.032 0.967 0.967 0.967 0.79 0.09 

7 4.1.2.3 4.14, 4.15  4.8 NSL-KDD X    X   X  0.992 0.008 0.993 0.992 0.993 1.81 0.22 

8 4.1.2.4 4.16, 4.17 4.9 NSL-KDD X    X    X 0.997 0.003 0.997 0.997 0.997 1.62 0.14 

9 4.2.1.1 4.19, 4.20 4.11 CIC-IDS X   X  X    0.680 0.320 0.983 0.680 0.761 4009.12 209.6 

10 4.2.1.2 4.21, 4.22 4.12 CIC-IDS X   X   X   0.980 0.020 0.958 0.980 0.968 787.33 54.57 

11 4.2.1.3 4.23, 4.24 4.13 CIC-IDS X   X    X  0.706 0.293 0.996 0.706 0.790 2232.46 167.85 

12 4.2.1.4 4.25, 4.26 4.14 CIC-IDS X   X     X 0.981 0.019 0.967 0.981 0.972 8641.39 509.34 

13 4.2.2.1 4.28, 4.29 4.16 CIC-IDS X    X X    0.877 0.123 0.948 0.866 0.909 27.75 0.51 

14 4.2.2.2 4.30, 4.31 4.17 CIC-IDS X    X  X   0.987 0.012 0.960 0.987 0.970 5.09 0.42 

15 4.2.2.3 4.32, 4.33 4.18 CIC-IDS X    X   X  0.833 0.168 0.993 0.833 0.897 8.56 0.48 

16 4.2.2.4 4.34, 4.35 4.19 CIC-IDS X    X    X 0.975 0.025 0.997 0.975 0.986 30.45 0.57 

17 4.3.1.1 4.37, 4.38 4.21 CIC-IDS  X  X  X    0.838 0.162 0.859 0.838 0.833 1.09 0.16 

18 4.3.1.2 4.39, 4.40 4.22 CIC-IDS  X  X   X   0.986 0.014 0.985 0.985 0.985 0.23 0.11 

19 4.3.1.3 4.41, 4.42 4.23 CIC-IDS  X  X    X  0.871 0.129 0.889 0.871 0.867 0.21 0.03 

20 4.3.1.4 4.43, 4.44 4.24 CIC-IDS  X  X     X 0.983 0.016 0.981 0.983 0.985 1.88 0.34 

21 4.3.2.1 4.46, 4.47 4.26 CIC-IDS  X   X X    0.987 0.012 0.988 0.988 0.988 0.39 0.02 

22 4.3.2.2 4.48, 4.49 4.27 CIC-IDS  X   X  X   0.992 0.008 0.992 0.997 0.992 0.22 0.03 

23 4.3.2.3 4.50, 4.51 4.28 CIC-IDS  X   X   X  0.989 0.010 0.991 0.991 0.991 0.21 0.02 

24 4.3.2.4 4.52, 4.53 4.29 CIC-IDS  X   X    X 0.994 0.006 0.994 0.994 0.994 0.50 0.03 

25 4.4.1.1 4.55, 4.56 4.31 CIC-IDS   X X  X    0.945 0.054 0.945 0.938 0.945 10012.32 1253.33 

26 4.4.1.2 4.57, 4.58 4.32 CIC-IDS   X X   X   0.995 0.005 0.997 0.995 0.990 6763.49 953.14 

27 4.4.1.3 4.59, 4.60 4.33 CIC-IDS   X X    X  0.907 0.142 0.913 0.907 0.909 2694.02 673.00 

28 4.4.1.4 4.61, 4.62 4.34 CIC-IDS   X X     X 0.999 0.001 0.999 0.999 0.999 52864.03 2499.56 

29 4.4.2.1 4.64, 4.65 4.36 CIC-IDS   X  X X    0.995 0.004 0.995 0.995 0.995 59.11 1.79 

30 4.4.2.2 4.66, 4.67 4.37 CIC-IDS   X  X  X   0.971 0.020 0.971 0.979 0.975 22.45 1.21 

31 4.4.2.3 4.68, 4.69 4.38 CIC-IDS   X  X   X  0.995 0.005 0.995 0.995 0.995 39.94 1.42 

32 4.4.2.4 4.70, 4.71 4.39 CIC-IDS   X  X    X 1.000 0.000 0.999 0.999 0.999 120.67 1.61 



 

I.1.2 Resultados para os experimentos com divisão 70-30 

 

 Experimento 
Dataset 

Balanceamento 
Algoritmo 

classificador 
Seletor de atributos Métricas de Desempenho Tempos em segundos 

 Seção Tabelas Figuras Sem Under Over SVM RF Information Gain Correlation CFS Sem seletor TP FP Precision Recall F1-Score Construção Teste 

1 4.1.1.1 4.1, 4.2 4.1 NSL-KDD X   X  X    0.981 0.018 0.982 0.982 0.981 81.17 4.83 

2 4.1.1.2 4.3, 4.4 4.2 NSL-KDD X   X   X   0.946 0.059 0.946 0.941 0.943 58.32 3.08 

3 4.1.1.3 4.5, 4.6 4.3 NSL-KDD X   X    X  0.975 0.024 0.973 0.975 0.973 42.63 3.34 

4 4.1.1.4 4.7, 4.8 4.4 NSL-KDD X   X     X 0.969 0.031 0.973 0.969 0.970 132.43 7.17 

5 4.1.2.1 4.10, 4.11 4.6 NSL-KDD X    X X    0.996 0.004 0.996 0.996 0.997 1.19 0.09 

6 4.1.2.2 4.12, 4.13 4.7 NSL-KDD X    X  X   0.967 0.032 0.968 0.967 0.967 0.80 0.06 

7 4.1.2.3 4.14, 4.15  4.8 NSL-KDD X    X   X  0.992 0.008 0.993 0.992 0.993 1.82 0.15 

8 4.1.2.4 4.16, 4.17 4.9 NSL-KDD X    X    X 0.998 0.002 0.998 0.998 0.998 1.63 0.09 

9 4.2.1.1 4.19, 4.20 4.11 CIC-IDS X   X  X    0.692 0.308 0.997 0.692 0.776 4381.91 188.40 

10 4.2.1.2 4.21, 4.22 4.12 CIC-IDS X   X   X   0.981 0.018 0.958 0.981 0.970 809.99 51.14 

11 4.2.1.3 4.23, 4.24 4.13 CIC-IDS X   X    X  0.716 0.256 0.995 0.716 0.800 2778.76 104.07 

12 4.2.1.4 4.25, 4.26 4.14 CIC-IDS X   X     X 0.987 0.012 0.976 0.987 0.981 9123.19 402.09 

13 4.2.2.1 4.28, 4.29 4.16 CIC-IDS X    X X    0.869 0.130 0.956 0.869 0.908 28.13 0.41 

14 4.2.2.2 4.30, 4.31 4.17 CIC-IDS X    X  X   0.991 0.009 0.956 0.991 0.970 5.17 0.31 

15 4.2.2.3 4.32, 4.33 4.18 CIC-IDS X    X   X  0.833 0.168 0.993 0.833 0.897 8.89 0.38 

16 4.2.2.4 4.34, 4.35 4.19 CIC-IDS X    X    X 0.975 0.025 0.997 0.975 0.986 31.14 0.39 

17 4.3.1.1 4.37, 4.38 4.21 CIC-IDS  X  X  X    0.852 0.148 0.874 0.852 0.846 1.12 0.14 

18 4.3.1.2 4.39, 4.40 4.22 CIC-IDS  X  X   X   0.986 0.014 0.985 0.985 0.985 0.32 0.08 

19 4.3.1.3 4.41, 4.42 4.23 CIC-IDS  X  X    X  0.870 0.129 0.886 0.870 0.865 0.28 0.02 

20 4.3.1.4 4.43, 4.44 4.24 CIC-IDS  X  X     X 0.978 0.021 0.979 0.982 0.983 1.98 0.29 

21 4.3.2.1 4.46, 4.47 4.26 CIC-IDS  X   X X    0.989 0.012 0.989 0.989 0.989 0.40 0.02 

22 4.3.2.2 4.48, 4.49 4.27 CIC-IDS  X   X  X   0.992 0.008 0.991 0.991 0.991 0.30 0.02 

23 4.3.2.3 4.50, 4.51 4.28 CIC-IDS  X   X   X  0.989 0.010 0.990 0.990 0.990 0.21 0.01 

24 4.3.2.4 4.52, 4.53 4.29 CIC-IDS  X   X    X 0.994 0.006 0.995 0.966 0.981 0.62 0.03 

25 4.4.1.1 4.55, 4.56 4.31 CIC-IDS   X X  X    0.964 0.036 0.944 0.936 0.940 10127.27 1107.87 

26 4.4.1.2 4.57, 4.58 4.32 CIC-IDS   X X   X   0.995 0.005 0.996 0.995 0.983 6838.09 900.75 

27 4.4.1.3 4.59, 4.60 4.33 CIC-IDS   X X    X  0.907 0.142 0.917 0.907 0.910 3624.99 616.09 

28 4.4.1.4 4.61, 4.62 4.34 CIC-IDS   X X     X 0.999 0.001 0.999 0.999 0.999 57704.83 2418.62 

29 4.4.2.1 4.64, 4.65 4.36 CIC-IDS   X  X X    0.995 0.004 0.995 0.995 0.995 59.56 1.21 

30 4.4.2.2 4.66, 4.67 4.37 CIC-IDS   X  X  X   0.971 0.020 0.971 0.979 0.975 23.53 1.03 

31 4.4.2.3 4.68, 4.69 4.38 CIC-IDS   X  X   X  0.995 0.005 0.995 0.995 0.995 40.04 1.20 

32 4.4.2.4 4.70, 4.71 4.39 CIC-IDS   X  X    X 1.000 0.000 0.999 0.999 0.999 123.70 1.40 

 

 

 

 

 



 

 

I.1.3 Resultados para os experimentos com divisão 80-20 

 

 Experimento 
Dataset 

Balanceamento 
Algoritmo 

classificador 
Seletor de atributos Métricas de Desempenho Tempos em segundos 

 Seção Tabelas Figuras Sem Under Over SVM RF Information Gain Correlation CFS Sem seletor TP FP Precision Recall F1-Score Construção Teste 

1 4.1.1.1 4.1, 4.2 4.1 NSL-KDD X   X  X    0.982 0.017 0.982 0.982 0.983 81.7 2.99 

2 4.1.1.2 4.3, 4.4 4.2 NSL-KDD X   X   X   0.942 0.059 0.947 0.943 0.943 59.3 2.33 

3 4.1.1.3 4.5, 4.6 4.3 NSL-KDD X   X    X  0.974 0.027 0.972 0.974 0.973 44.1 2.92 

4 4.1.1.4 4.7, 4.8 4.4 NSL-KDD X   X     X 0.969 0.031 0.974 0.969 0.973 138.3 5.23 

5 4.1.2.1 4.10, 4.11 4.6 NSL-KDD X    X X    0.996 0.003 0.996 0.996 0.996 1.21 0.07 

6 4.1.2.2 4.12, 4.13 4.7 NSL-KDD X    X  X   0.996 0.003 0.996 0.996 0.996 0.81 0.04 

7 4.1.2.3 4.14, 4.15  4.8 NSL-KDD X    X   X  0.992 0.008 0.994 0.992 0.993 1.85 0.11 

8 4.1.2.4 4.16, 4.17 4.9 NSL-KDD X    X    X 0.998 0.002 0.998 0.998 0.998 1.66 0.06 

9 4.2.1.1 4.19, 4.20 4.11 CIC-IDS X   X  X    0.714 0.285 0.969 0.714 0.794 4381.91 153.14 

10 4.2.1.2 4.21, 4.22 4.12 CIC-IDS X   X   X   0.970 0.021 0.961 0.979 0.961 841.78 50.03 

11 4.2.1.3 4.23, 4.24 4.13 CIC-IDS X   X    X  0.718 0.281 0.972 0.974 0.973 2991.22 100.57 

12 4.2.1.4 4.25, 4.26 4.14 CIC-IDS X   X     X 0.993 0.006 0.977 0.993 0.986 10043.09 374.09 

13 4.2.2.1 4.28, 4.29 4.16 CIC-IDS X    X X    0.863 0.136 0.958 0.863 0.905 28.55 0.28 

14 4.2.2.2 4.30, 4.31 4.17 CIC-IDS X    X  X   0.988 0.012 0.957 0.988 0.972 5.19 0.26 

15 4.2.2.3 4.32, 4.33 4.18 CIC-IDS X    X   X  0.820 0.180 0.993 0.820 0.898 9.01 0.22 

16 4.2.2.4 4.34, 4.35 4.19 CIC-IDS X    X    X 0.975 0.024 0.997 0.975 0.986 32.45 0.29 

17 4.3.1.1 4.37, 4.38 4.21 CIC-IDS  X  X  X    0.850 0.149 0.868 0.850 0.841 1.26 0.11 

18 4.3.1.2 4.39, 4.40 4.22 CIC-IDS  X  X   X   0.986 0.014 0.985 0.985 0.985 0.45 0.07 

19 4.3.1.3 4.41, 4.42 4.23 CIC-IDS  X  X    X  0.872 0.129 0.882 0.872 0.865 0.31 0.02 

20 4.3.1.4 4.43, 4.44 4.24 CIC-IDS  X  X     X 0.984 0.016 0.983 0.984 0.986 2.04 0.25 

21 4.3.2.1 4.46, 4.47 4.26 CIC-IDS  X   X X    0.989 0.011 0.990 0.989 0.990 0.48 0.01 

22 4.3.2.2 4.48, 4.49 4.27 CIC-IDS  X   X  X   0.992 0.008 0.990 0.989 0.989 0.32 0.01 

23 4.3.2.3 4.50, 4.51 4.28 CIC-IDS  X   X   X  0.989 0.010 0.990 0.990 0.990 0.28 0.01 

24 4.3.2.4 4.52, 4.53 4.29 CIC-IDS  X   X    X 0.994 0.006 0.996 0.995 0.995 0.69 0.01 

25 4.4.1.1 4.55, 4.56 4.31 CIC-IDS   X X  X    0.949 0.051 0.994 0.949 0.970 10199.30 998.73 

26 4.4.1.2 4.57, 4.58 4.32 CIC-IDS   X X   X   0.995 0.005 0.994 0.994 0.992 7004.81 893.12 

27 4.4.1.3 4.59, 4.60 4.33 CIC-IDS   X X    X  0.906 0.144 0.915 0.906 0.909 4023.95 576.71 

28 4.4.1.4 4.61, 4.62 4.34 CIC-IDS   X X     X 0.999 0.001 0.999 0.999 0.999 59064.39 2376.17 

29 4.4.2.1 4.64, 4.65 4.36 CIC-IDS   X  X X    0.995 0.004 0.995 0.995 0.995 59.93 1.06 

30 4.4.2.2 4.66, 4.67 4.37 CIC-IDS   X  X  X   0.971 0.020 0.971 0.979 0.975 23.59 0.62 

31 4.4.2.3 4.68, 4.69 4.38 CIC-IDS   X  X   X  0.989 0.011 0.995 0.995 0.995 40.49 0.81 

32 4.4.2.4 4.70, 4.71 4.39 CIC-IDS   X  X    X 1.000 0.000 0.999 0.999 0.999 124.07 0.83 

 

 


